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Abstract: This article explores the intersection between ethics, cybersecurity and sustainable development. First, a
systematic literature review of various databases is presented in order to establish the theoretical framework and identify
the main trends in the field, the information found was filtered and analyzed, allowing us to highlight that cybersecurity
is essential to protect the online information and foster trust in a digital world and that education on this topic helps
prevent cybercrimes, comply with regulations and laws, and promote digital inclusion. In addition, the importance of
professional ethics in technology is highlighted to guarantee that decisions related to it are made ethically, considering
the social and environmental impacts that they may generate. Notorious examples, such as the Cambridge Analytica
scandal, are mentioned to highlight the importance of ethics in technology. Next, the methodology used is described,
which includes a multiple case study of leading organizations in the technology sector. The results of this study are
presented in the third section, where the ethical cybersecurity practices implemented by these organizations are analyzed.
In the fourth section, a strategy to promote cybersecurity education and professional ethics in Colombia is discussed as a
means to address specific cybersecurity challenges in the country, such as ransomware attacks and cybercrimes and their
impact on sustainable development, highlighting the need to make ethical decisions in technology to balance economic
growth, social inclusion and environmental protection. Finally, the conclusions are presented and recommendations are
made to promote ethics in cybersecurity and sustainable development at the organizational and societal level.

Keywords: Cybersecurity education; Data protection; Professional ethics; Sustainable development.

Resumen: Este artículo explora la intersección entre la ética, la ciberseguridad y el desarrollo sostenible. En primer
lugar, se presenta una revisión sistemática de la literatura diversas bases de datos con el fin de establecer el marco
teórico e identificar las principales tendencias en el campo, se filtró y analizó la información encontrada permitiendo
destacar que la ciberseguridad es esencial para proteger la información en línea y fomentar la confianza en un mundo
digital y que la educación en este tema ayuda a prevenir ciberdelitos, cumplir con regulaciones y leyes, y promover
la inclusión digital. Además, se subraya la importancia de la ética profesional en tecnología para garantizar que las
decisiones relacionadas con ella se tomen de manera ética, considerando los impactos sociales y ambientales que puedan
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generar. Se mencionan ejemplos notorios, como el escándalo de Cambridge Analytica, para resaltar la importancia de
la ética en la tecnología. Seguidamente, se describe la metodología empleada, que incluye un estudio de caso múltiple
de organizaciones líderes en el sector tecnológico. Los resultados de este estudio se presentan en la tercera sección,
donde se analizan las prácticas éticas en ciberseguridad implementadas por estas organizaciones. En la cuarta sección, se
discute una estrategia para promover la educación en ciberseguridad y ética profesional en Colombia como medio para
abordar desafíos específicos en ciberseguridad en el país, como los ataques de ransomware y los delitos cibernéticos y su
impacto en el desarrollo sostenible, destacando la necesidad de tomar decisiones éticas en tecnología para equilibrar el
crecimiento económico, la inclusión social y la protección del medio ambiente. Finalmente, se presentan las conclusiones y
se formulan recomendaciones para promover la ética en la ciberseguridad y el desarrollo sostenible a nivel organizacional
y societal.

Palabras clave: Desarrollo sostenible; Educación en ciberseguridad; Ética profesional; Protección de datos.

1. Introduction

In the current stage of the digital era and the widespread adoption of disruptive technologies, cyberse-
curity has gained renewed relevance. This evolution has also raised a fundamental question that transcends
the mere protection of information stored and processed within digital systems: how can ethics and integrity
be ensured in an increasingly complex technological landscape? The accelerated pace of technological
advancement has generated the need to articulate cybersecurity not only as a technical discipline, but also as
an ethical and social responsibility.

In this regard, cybersecurity constitutes a cornerstone for safeguarding information and digital infras-
tructures. It is commonly defined as the set of practices, technologies, and processes designed to protect
computer systems, networks, and data against cyber threats and attacks, playing a critical role in contem-
porary societies [6]. However, in a globalized environment where information flows across borders and
technological dependence is ubiquitous, data protection alone is no longer sufficient to address emerging
risks.

Within this context, professional ethics emerges as a moral guide in the field of cybersecurity, promoting
the adoption of principles and standards of conduct that extend beyond technical safeguards [2]. In general
terms, professional ethics refers to the set of moral principles and values that guide the actions and decisions
of professionals in their respective disciplines [38]. In cybersecurity, these ethical principles are essential
for ensuring responsible decision-making in the design, deployment, and management of technological
solutions.

Ethical conduct in cybersecurity does not arise spontaneously; it is cultivated through education and
continuous training. This process is reinforced by the dissemination of clear cybersecurity policies, which
together contribute to building a solid ethical foundation capable of ensuring the fundamental attributes of
information integrity, confidentiality, and availability. In this sense, ethical awareness becomes crucial, as
professional decisions and technological actions entail social, economic, and environmental consequences
[19].

At the same time, as technological innovation continues to accelerate, sustainable development has
emerged not merely as an objective, but as a global imperative [21]. Sustainable development seeks to ensure
that present actions do not compromise the ability of future generations to meet their own needs [41]. At
the intersection of professional ethics, cybersecurity education, and sustainable development lies a unique
opportunity to foster a safer, more responsible, and more equitable digital future [1].

Accordingly, this article explores the convergence of professional ethics, cybersecurity, and sustainable
development, emphasizing their interdependence in contemporary digital societies. This intersection becomes
particularly relevant as digital technologies increasingly contribute to addressing environmental, social, and
economic challenges. The objective is not only to encourage reflection, but also to outline pathways toward a
more ethical, secure, and sustainable digital ecosystem [1].
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To facilitate understanding of the scope and organization of this study, the article is structured as follows.
Section 2 presents the main contributions of the research. Section 3 describes the methodological approach,
including the systematic literature review and qualitative analysis procedures. Section 4 reports and discusses
the results derived from the documentary analysis and case studies. Finally, Section 5 summarizes the main
findings and highlights their implications for cybersecurity education, professional ethics, and sustainable
development.

2. Contributions

This research presents the following contributions:

i. A systematic literature review is conducted to analyze the interrelationship between professional
ethics, cybersecurity education, and sustainable development, identifying key trends, challenges, and
conceptual frameworks relevant to the Colombian and Latin American context.

ii. The role of cybersecurity education is examined as a foundational mechanism for protecting informa-
tion, fostering digital trust, and preventing cybercrime, highlighting its impact on social inclusion,
regulatory compliance, and long-term sustainability.

iii. An ethical perspective on technological decision-making is articulated, emphasizing how professional
ethics in cybersecurity contributes to the protection of citizens’ rights, corporate responsibility, and
the balanced integration of economic growth, social equity, and environmental protection.

iv. A strategic framework is proposed to promote cybersecurity education and professional ethics in
Colombia, aligning educational initiatives, public–private collaboration, and regulatory measures
with the Sustainable Development Goals (SDGs).

3. Methodology

The present study was conducted under a projective and qualitative approach, aimed at formulating a
cybersecurity education and professional ethics strategy as a mechanism to promote sustainable development
[29]. To ensure methodological rigor, a systematic literature review process was incorporated, following
the guidelines proposed by [18] and the principles of the PRISMA framework, adapted for qualitative and
documentary research.

The bibliographic review was carried out through exhaustive searches in academic databases and
specialized repositories, including Scopus, Web of Science, Google Scholar, SciELO, Redalyc, Dialnet, and
Semantic Scholar. Boolean combinations of search terms in Spanish and English related to professional ethics,
cybersecurity education, sustainable development, digital governance, and data protection were employed.

The identification process resulted in the retrieval of more than 80 potentially relevant documents.
Subsequently, explicit inclusion and exclusion criteria were applied, considering thematic relevance, academic
traceability, language (Spanish and English), the currency of sources (with an average publication age of five
years), and their applicability to the Colombian and Latin American context. After the screening process, an
approximate final corpus of 45 studies was consolidated, serving as the basis for qualitative analysis and the
development of the strategic proposal.

The selected studies were characterized using descriptive bibliometric indicators, such as publication
time frame, document type, area of knowledge, methodological approach, and geographical context. Finally,
data analysis was conducted through thematic analysis, following the guidelines of [5], which enabled the
identification of recurring patterns and emerging categories.

The methodological process is described in Table 1.

4. Results

This documentary research was supported by an exhaustive bibliographic review encompassing a wide
range of academic and professional sources. Several specialized databases were consulted to identify relevant
studies on professional ethics, cybersecurity education, and sustainable development.
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Table 1. Methodological process adopted for the systematic review and qualitative analysis.

Stage Description Main Output

Identification Exhaustive search of academic and institutional lit-
erature in databases such as Scopus, Web of Science,
Google Scholar, SciELO, Redalyc, Dialnet, and Se-
mantic Scholar using boolean combinations of key-
words related to professional ethics, cybersecurity
education, and sustainable development.

Initial set of more than 80 potentially
relevant records

Screening Application of explicit inclusion and exclusion cri-
teria based on thematic relevance, academic trace-
ability, language (Spanish and English), publication
date (average of five years), and applicability to the
Colombian and Latin American context.

Filtered corpus of approximately 45
selected studies

Characterization Descriptive bibliometric analysis of the selected
studies, considering publication time frame, doc-
ument type, area of knowledge, methodological
approach, and geographical context.

Bibliometric profile of the selected
literature

Qualitative Analysis Thematic analysis of the selected documents follow-
ing the guidelines of [5], allowing the identification
of patterns, themes, and emerging categories.

Thematic categories and analytical
framework

Synthesis and Inter-
pretation

Narrative synthesis integrating findings from the
systematic review to support the formulation of
a cybersecurity education and professional ethics
strategy oriented toward sustainable development
in Colombia.

Strategic proposal and interpretative
conclusions

Source: The authors.

4.1. Information Protection

Cybersecurity is essential for protecting the integrity, confidentiality, and availability of online infor-
mation. Personal and corporate data are valuable assets and must be safeguarded against cyber threats.
Cybersecurity education helps individuals and organizations understand cyber risks, implement appropriate
security measures, and respond effectively to incidents. Data loss or the exposure of confidential information
can lead to serious financial and reputational consequences, which in turn may undermine an organization’s
sustainability [6].

Furthermore, cybersecurity contributes to the creation of online trust, a fundamental element for sustain-
able development. Commercial transactions, communications, and collaborations depend on confidence in
the integrity and security of online systems and data. Cybersecurity education fosters an online environment
in which users can trust that their interactions are secure. This is particularly important for the adoption of
emerging technologies, such as artificial intelligence and the Internet of Things, which can drive sustainable
development in sectors such as healthcare and energy [8].

It is also important to note that collaboration between the public and private sectors is essential for
strengthening online trust. Companies bear the responsibility of implementing effective security measures
and informing users about data protection practices. At the same time, governments can work with the
private sector to establish security standards and share information on cyber threats [11].

Technological innovation likewise plays a crucial role in fostering online trust. The development of
advanced technologies for encryption, user authentication, and threat detection enhances the protection of
online data and personal information. In addition, advances in artificial intelligence can be leveraged to
identify and prevent cyberattacks more efficiently [11].

To further promote online trust, most countries have implemented strict regulations on data protection
and cybersecurity. These regulations impose significant obligations on organizations to ensure data privacy
and security [32]. Consequently, cybersecurity education and professional ethics are essential to help
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organizations understand and comply with these regulations, as failure to do so may result in substantial
fines and reputational damage [23].

Additionally, cybersecurity education plays a key role in the prevention of cybercrime. Online fraud,
identity theft, cyberbullying, and other cyber offenses can have a significant impact on individuals and
organizations. Training individuals to recognize warning signs, protect themselves against threats, and report
incidents to the appropriate authorities not only protects victims but also contributes to the economic and
social sustainability of a nation [22].

A notable example of the importance of cybersecurity education and cybercrime prevention is the
WannaCry ransomware attack in May 2017. This attack affected thousands of organizations worldwide,
including hospitals, companies, and governments. WannaCry spread by exploiting a vulnerability in
unpatched Windows systems. Although Microsoft had released a security patch for this vulnerability months
before the attack, many organizations had not applied the update due to a lack of awareness regarding the
importance of keeping systems up to date [17].

This incident highlighted the urgent need for broader cybersecurity education. Had organizations
and individuals been better informed about the importance of maintaining updated systems and avoiding
suspicious files, the spread of WannaCry and its devastating consequences could have been prevented [17].

It is important to emphasize that cybersecurity education not only involves understanding cyber threats
and best practices for protection, but also fostering a cybersecurity culture in which all Internet users are
aware of risks and take proactive measures to mitigate them. In an increasingly digital world, the prevention
of cybercrime through education is essential to ensure online security and the sustainability of our societies
[21].

4.2. Professional Ethics in the Technological Domain

As expressed by Adela Cortina in an interview, professional ethics refers to the set of norms and moral
principles that guide individuals’ behavior in their professional practice [3].

Within the technological domain, professional ethics focuses on decision-making related to the ethical
development and use of technology. This includes considering the social, environmental, and ethical impacts
of technological solutions. Education in this area fosters responsibility and informed decision-making.
Moreover, technology professionals must take into account issues such as privacy, algorithmic discrimination,
and fairness in the design of systems and applications. Ethical decision-making is essential for sustainable
development, as it can prevent unintended and harmful consequences for society and the environment [36].

A concrete example of the importance of professional ethics in technology is the Facebook Inc.Cambridge
Analytica scandal in 2018. In this case, the company used Facebook users’ data without their consent
to influence political elections. This raised serious ethical concerns regarding data privacy, information
manipulation, and the misuse of technology to influence democratic processes [40]. This incident illustrates
how ethical decisions can have a significant impact on society and underscores the need for technology
professionals to carefully consider the ethical implications of their work [4].

4.3. Digital Inclusion

It is crucial that cybersecurity education and professional ethics be accessible to everyone, regardless of
their level of technological experience. Digital inclusion is closely related to ensuring that all individuals
have access to education in these areas. This enables marginalized and disadvantaged communities to benefit
from technology in a safe and ethical manner. Digital inclusion is essential for achieving sustainable and
inclusive development, as it helps prevent the digital divide and promotes equity in access to technological
opportunities.

Moreover, digital inclusion is closely linked to individual empowerment. By providing cybersecurity
knowledge, people can navigate cyberspace with confidence and protect their personal and financial data.
This not only results in a higher level of online security but also fosters greater participation in the digital
economy.
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Digital inclusion is not limited to education alone; it also encompasses access to technological infrastruc-
ture. Access to high-speed Internet and appropriate devices is fundamental for individuals to fully leverage
digital opportunities. Ensuring affordable and reliable connectivity is a core component of digital inclusion,
as it facilitates participation in the global economy and access to essential services such as online healthcare
and distance education [12].

4.4. The Role of Professional Ethics in Promoting Sustainable Development in Colombia

Once the role of professional ethics in the technological domain has been clearly established, it is
important to understand that cybersecurity and professional ethics are inextricably intertwined in today’s
digital world, with each gaining increasing relevance. This relationship directly affects how organizations
and professionals handle information and data, as well as their commitment to sustainable development [14].
Below are some situations in which this interaction becomes evident:

4.5. Trust and Sustainable Development

Trust is a fundamental pillar of sustainability. A lack of confidence in information and data security
can have a significant impact on the adoption of digital technologies and the development of the digital
economy in Colombia. When citizens and companies do not trust the security of their online data, they
become reluctant to use digital services and share personal information, which can limit economic growth
and innovation [34].

Professional ethics in cybersecurity implies a commitment to data protection, privacy, and information
integrity. When professionals in this field rigorously adhere to a code of ethics that prioritizes these values,
a solid foundation of trust is built in cyberspace. This, in turn, can encourage the adoption of digital
technologies, foster investment, and promote a healthy and reliable business environment [34].

4.6. Protection of Citizens’ Rights

Professional ethics in cybersecurity is also closely linked to the protection of citizens’ rights. In an
increasingly digital world, access to information and privacy are fundamental rights. Cybersecurity profes-
sionals, by adhering to professional ethics, ensure that these rights are not violated. This not only benefits
individuals but also supports sustainable development by creating a safe and respectful online environment
[20].

4.7. Corporate Responsibility

Companies play a crucial role in sustainable development, and professional ethics in cybersecurity
translates into greater corporate responsibility. Organizations that value ethical data management and
cybersecurity practices not only protect their assets and reputation but also demonstrate their commitment to
society and the environment in which they operate. Promoting high ethical standards in cybersecurity rein-
forces corporate responsibility in sustainable development and strengthens companies’ positive contributions
to Colombian society [26].

4.8. Corporate Social Responsibility (CSR)

Corporate Social Responsibility is an additional element that can play a significant role in promoting
sustainable development in Colombia within the context of cybersecurity and professional ethics. CSR refers
to the practice whereby companies make ethical decisions and take actions that consider not only their
economic objectives but also their social and environmental impact.

In relation to cybersecurity and professional ethics, CSR can be manifested in various ways:

i. Investment in Cybersecurity Education: Companies can invest in cybersecurity education programs
not only for their employees but also for the broader community. Offering free or affordable work-
shops and training on online security and ethical best practices can empower individuals and organi-
zations to protect themselves in cyberspace [16].
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ii. Collaboration with Civil Society Organizations: Companies can collaborate with civil society organi-
zations focused on promoting cybersecurity and online ethics. Funding projects and campaigns that
foster digital security and responsible online behavior can contribute to community well-being and
strengthen online trust [31].

iii. Transparency in Data Management: Companies can commit to managing customer and user data in a
transparent and ethical manner. This involves not only complying with privacy regulations but also
effectively communicating how data are handled and protected against cyber threats [30].

iv. Active Community Engagement: Companies can actively participate in community initiatives that
promote online safety and ethical practices. This may include sponsoring cybersecurity awareness
events, supporting charitable organizations focused on cybersecurity and sustainable development,
or even donating technological resources for educational purposes [24].

v. Setting an Example Through Best Practices: Companies can serve as role models by rigorously
adhering to best practices in cybersecurity and professional ethics. This not only protects their assets
and reputation but also inspires other organizations to follow an ethical and sustainable path [10].

Corporate Social Responsibility (CSR) is not only about doing good; it also brings tangible business
benefits, such as enhancing corporate image, improving customer and employee retention, and building
stronger relationships with the community. Ultimately, CSR in the context of cybersecurity and professional
ethics can contribute to sustainable development by fostering a culture of responsibility and ethical behavior
within both the business environment and society at large [12].

The intersection of professional ethics, cybersecurity, and sustainable development not only raises
critical issues but also has a substantial impact on the pursuit of a more sustainable future. As societies
become increasingly digitalized and technology continues to improve quality of life, it becomes imperative
to strengthen the internalization of ethical values and principles and to identify how these, together with
cybersecurity policy practices, influence the sustainable development of a nation [19].

It is important to recall that sustainable development involves achieving a balance between economic
growth, social inclusion, and environmental protection. Technology is a powerful tool for advancing these
objectives; however, it can also undermine them if it is not used in an ethical and secure manner. A clear
example is the production and disposal of obsolete electronic devices, which generates electronic waste and
contributes to environmental pollution. Professional ethics within the technology industry should therefore
encompass sustainable production practices, the promotion of reuse and recycling of electronic equipment,
and the reduction of the carbon footprint of data centers [19].

Moreover, cybersecurity is essential to ensure that technological advances are not compromised by
harmful cyberattacks. Data loss or unauthorized access to critical systems can have a negative economic
impact and ultimately undermine efforts toward sustainable development. Ethical cybersecurity involves
protecting the digital infrastructure that supports healthcare systems, online education, and government
services, thereby ensuring that these pillars of sustainable development are not threatened by insufficient
cybersecurity measures [25].

Likewise, professional ethics in cybersecurity advocates for the protection of personal data and in-
dividual privacy, which are essential components of sustainable development. Online trust is crucial for
encouraging the adoption of technologies that can improve people’s lives and reduce inequalities [11]. Secu-
rity breaches and unethical data collection practices can erode this trust and hinder progress toward a more
sustainable future.

4.9. Professional Ethics and Cybersecurity Education: Strengthening Sustainable Development

The strategy of integrating professional ethics and cybersecurity education within the context of sustain-
able development represents a highly beneficial and particularly relevant approach to addressing contempo-
rary challenges in the field of cybersecurity. This approach indeed promises numerous benefits at both the
individual and societal levels; however, it is also essential to consider its potential drawbacks [27].

The incorporation of professional ethics into the training of cybersecurity experts has a profound impact
on professionals’ awareness of the ethical implications of their actions. Such training promotes ethical
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decision-making, fostering personal responsibility and encouraging consideration of the moral dimensions
of cybersecurity [27]. Cybersecurity professionals thus become not only guardians of digital security but
also advocates for privacy, integrity, and online justice. This helps create a safer and more ethical cyber
environment in which the protection of user rights and trust is valued [37].

Furthermore, combining cybersecurity education with sustainable development and professional ethics
encourages the acquisition of advanced technical skills, resulting in a highly skilled and globally competitive
workforce. These professionals are better equipped to address cybersecurity challenges ethically, effectively,
and proactively. This generates benefits for both companies and organizations, as reducing the risk of
cyberattacks protects not only digital assets and intellectual property but also ensures operational continuity
and customer trust. Moreover, this integration can have a positive impact on the economy by stimulating
innovation and secure growth for all citizens [27].

On the other hand, this triad also benefits society as a whole by protecting critical infrastructure, which
is essential for well-being and sustainable development. Cybersecurity education promotes awareness and
cyber resilience across society, contributing to stability and sustainable economic growth. The security of
systems such as healthcare, energy, and finance becomes a fundamental pillar of quality of life and overall
prosperity [15].

Nevertheless, it is important to acknowledge that the implementation of this strategy is not without
challenges. It requires significant investment in cybersecurity training and education, as well as in the
promotion of ethical values [35]. Keeping pace with constantly evolving cyber threats is a continuous and
often costly effort. In addition, the integration of ethics and cybersecurity education must be addressed in
an appropriate and equitable manner to avoid discrimination and promote inclusion, which may demand
additional effort.

In summary, the strategy of integrating professional ethics and cybersecurity education with sustainable
development is a valuable initiative that can deliver significant benefits at multiple levels. It promotes ethical
responsibility, technical competence, and a safer and more trustworthy digital environment. However, its
implementation requires sustained commitment and careful consideration of potential challenges. Ultimately,
this strategy represents an essential step toward a more ethical and secure cyberspace, contributing to the
advancement of sustainable development and the well-being of society.

4.10. Case Studies in Colombia

In the Colombian context, the need for an effective strategy for cybersecurity education and professional
ethics becomes evident through a series of cases that have directly impacted national cybersecurity and
data protection. Below are several emblematic examples that underscore the importance of cybersecurity
education as a fundamental tool for addressing these challenges:

4.10.1. Petya/NotPetya Ransomware Case (2017)

In 2017, Colombia was not immune to the global spread of the Petya/NotPetya ransomware. This
attack affected numerous organizations and companies worldwide, including several in Colombia. The
malware encrypted computer systems and demanded ransom payments in Bitcoin for their release, resulting
in significant financial losses and reputational damage for national companies. The lack of cybersecurity
preparedness highlighted the urgent need for continuous education in this field, which could have enabled
organizations to implement adequate security measures and avoid becoming victims of similar attacks [7].

4.10.2. Cybercrime and Financial Fraud

Colombia has witnessed multiple cases of financial fraud and cybercrime, such as phishing scams
and identity theft. These practices have directly affected individuals and businesses, leading to significant
economic and personal consequences. Cybersecurity education emerges as a necessary shield to empower
citizens to recognize warning signs and prevent such fraud, as well as to train financial institutions in the
implementation of more effective security measures [42].
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4.10.3. Data Breaches in Government Institutions

Data breaches involving sensitive information in Colombian government institutions have raised
serious concerns regarding the security of citizens’ personal data. Although many of these incidents have
not been publicly disclosed, the latent risk to cybersecurity is undeniable. A comprehensive cybersecurity
education strategy could have provided government officials and employees with the necessary awareness to
understand the importance of safeguarding citizens’ data and to implement more robust security measures
across governmental networks and systems [13].

4.10.4. Attacks on Critical Infrastructure

Colombia’s critical infrastructure has been exposed to threats due to insufficient security measures.
Although no large-scale attacks have been officially recorded, the country’s vulnerability to such risks persists.
Cybersecurity education emerges as a fundamental pillar for protecting critical infrastructure and ensuring
the continuity of essential services [9].

4.10.5. Cases of Cyberbullying and Online Abuse

Cyberbullying and online abuse have also affected Colombian citizens. These behaviors, which have
a profound impact on victims, highlight the need for cybersecurity education that incorporates aspects of
online ethics and cyberbullying prevention. Such education would empower citizens to protect themselves
and to report harmful behaviors effectively [23].

These Colombian cases demonstrate that cybersecurity is not merely a theoretical concept but an urgent
imperative. Cybersecurity education, as part of a comprehensive strategy, is presented as a vital means to
mitigate risks, protect sensitive data, and strengthen the path toward sustainable and secure development in
Colombia [23].

4.11. Proposal for a Cybersecurity Education and Professional Ethics Strategy to Promote Sustainable Development in
Colombia

Like many other nations, Colombia faces significant challenges related to the promotion of sustainable
development, data protection, and cybersecurity. However, implementing an effective strategy for cybersecu-
rity education and professional ethics can be a key factor in addressing these challenges and strengthening
the country’s path toward a safer and more sustainable future.

Strategic Steps:

i. Integrating Cybersecurity Education into the Educational System: Colombia could begin by incorpo-
rating cybersecurity and professional ethics into national educational curricula [33]. From primary
schools to universities, courses should be offered to teach students about the importance of online
security, ethical technology use, and data protection [28].

ii. Continuous Training: In addition to formal education, continuous cybersecurity training programs
should be promoted for professionals across different sectors, including businesses, government
institutions, and non-profit organizations. Ongoing training would ensure that employees remain up
to date with cybersecurity best practices [28].

iii. Public–Private Collaboration: Colombia could follow the example of other countries that have
established strong collaborations between the public and private sectors. This involves companies
sharing information on cyber threats with the government and working jointly to establish robust
security standards [39].

iv. Regulation and Compliance: The implementation of clear and effective privacy and cybersecurity
regulations is essential. The government must ensure that laws are kept up to date and that meaningful
sanctions are applied in cases of non-compliance. This not only protects citizens but also fosters online
trust [22].
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4.12. Relationship Between the Cybersecurity Education Strategy and the Sustainable Development Goals (SDGs)

Cybersecurity has evolved beyond being merely a technical protection mechanism; it has become a
fundamental pillar for trust and sustainable development. Data protection and online privacy are essential
for fostering innovation, economic growth, and social inclusion. By promoting a culture of security and
ethics, cybersecurity education plays a crucial role in building more resilient and equitable societies.

Colombia, like many other countries, has faced a range of cybersecurity challenges, including ran-
somware attacks and data breaches involving sensitive information. These incidents have highlighted the
urgent need to strengthen cybersecurity education at all levels. By training citizens and organizations,
resilience against cyber threats can be enhanced, and national interests can be better protected.

Cybersecurity education is a key catalyst for achieving the Sustainable Development Goals (SDGs).
By fostering trust in digital technologies, it stimulates innovation and economic growth. Furthermore,
cybersecurity education helps protect critical infrastructure, ensure the security of personal data, and promote
digital inclusion. In this sense, cybersecurity becomes a fundamental pillar for building more just, equitable,
and sustainable societies (Table 2).

Table 2. Relationship between Cybersecurity Education Strategy and the SDGs

Cybersecurity Education Strategy Related SDGs

Integrating cybersecurity into the educational curriculum SDG 4: Quality education; SDG 9: Industry, innovation
and infrastructure

Continuous training for professionals SDG 8: Decent work and economic growth; SDG 9:
Industry, innovation and infrastructure

Public–private collaboration SDG 17: Partnerships for the goals
Regulation and compliance SDG 16: Peace, justice and strong institutions

Source: The authors.

5. Conclusions

In conclusion, this study highlights the crucial intersection between professional ethics and cybersecurity
education within the context of sustainable development. In an increasingly technology dependent world,
protecting online information and fostering trust in the digital environment are fundamental. Moreover,
ethical decision-making in technology has become essential to prevent scandals and to address the social and
environmental impacts associated with technological advancement.

The strategy of promoting cybersecurity education and professional ethics in Colombia serves as an
inspiring example of how a country can address specific cybersecurity challenges while advancing toward
a safer future. Collaboration between the public and private sectors, effective regulation, and corporate
responsibility are key elements in achieving this objective.

Ultimately, this strategy not only contributes to enhanced online security but also represents a significant
step toward sustainable development. Ethics in technology and cybersecurity serve as pillars for balancing
economic growth with social inclusion and environmental protection. This approach not only benefits
Colombia but can also serve as a model for other countries seeking a safer and more sustainable future in the
digital era. Education and ethics are the tools through which a more trustworthy and ethical online world
can be built, thereby driving sustainable development on a global scale.

Furthermore, this discussion underscores the impact that professional ethics and cybersecurity have
on sustainable development, recognizing that ethical decisions and cybersecurity practices have significant
consequences across areas ranging from environmental protection to the promotion of social equality and
economic growth. The adoption of ethical practices and investment in cybersecurity are not only imper-
ative from a business perspective but are also fundamental to achieving the United Nations Sustainable
Development Goals and to building a more sustainable future for generations to come.
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